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HYPERTEXT TRANSFER PROTOCOL (HTTP) - REQUEST

Action (Verb):
GET
URL:
https://pasta.lternet.edu/package/eml/knb-1lter-gce/177/272
Headers:
Connection: keep-alive
User-Agent: Apache-HttpClient/4.3.3 (java 1.5)
Host: pasta.lternet.edu:443
Accept-Encoding: gzip,deflate
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HYPERTEXT TRANSFER PROTOCOL (HTTP)

vesponse = Status +  optional content

xx - Tvn€ormation Headevs
Txx - Success
T - Redivect MQQQO%Q
4xx - Client Bvvors Body
5xx - Sevver Cvvovs

100. Ok 404- Not €ound

%07. Tewgovavy vedivect 500. Twntevnal Sevvev evvor

40\. Not authovized 501. %ad 3a+ewa\i



HYPERTEXT TRANSFER PROTOCOL (HTTP) - RESPONSE

Status:
HTTP/1.1 200 OK

Headers:
Server: Apache-Coyote/1.1
Web-Service: DataPackageManager-1.0
Content-Type: text/plain
Date: Fri, 07 Jul 2017 02:48:36 GMT
Content-Length: 382

Message Body:
https://pasta.lternet.edu/package/data/eml/knb-1ter-gce/177/22/dd05325£f7£991£f7760d6baZ2ab4c7cbaba
https://pasta.lternet.edu/package/data/eml/knb-1lter-gce/177/22/e4d5ade74037037b3ad439de27291e8b
https://pasta.lternet.edu/package/metadata/eml/knb-1lter-gce/177/22
https://pasta.lternet.edu/package/report/eml/knb-1lter-gce/177/22
https://pasta.lternet.edu/package/eml/knb-1lter-gce/177/22



HYPERTEXT TRANSFER PROTOCOL (HTTP) - CHARACTERISTICS

Welb-accessible ob\)o.c% on Sevvers ave “vesouvces’. thus, the nawme
Uniforwm Resouvce Locators (URL)

Resouvces can be vegresented in dif€event ways. ¥ML, TSON, ¢lain
text, binavy streams, ..

Actions between clients and %evvevs ave “otateless”

"Stateful” action way e Simulated with 5e55ions
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WEB SERVICES

A web sevvice 5 a €unction, proavam, or agplication on the
Tutevnet that pevorms some Task €or another Cunction,
grogeam, ov agelication Yhat S also on the Twtevnet.

-- Mavk Sewvvilla, 10\7

Web sevvices allow glat€orm-indegendent computing between
sevvevs that ave connected Yo the Twntevnet (WWW).




WEB SERVICES

WindowsS Windows,
oS X ’ 0S X...

S~— vesponse —/



WEB SERVICES

Java,

P\.ﬁ'hOn, PHP,
S~— vesponse —/

Java,
P\anOn, PHP,
C++, Cobol...

C++, Colool...



WEB SERVICES

o Rewmote Proceduve Call (RPQ) - wid 1990, used wn distvibuted
computing envivonments and vevy glatform Seecific; Sollow-on by
XML-RPC



WEB SERVICES

o Simgle Object Access Protocol (SOAP) - late \990'5, develoged oviainally
by Microso€t. platCorm indegendent, but €airly complex setug



WEB SERVICES

o Representational State Trans€er (REST - eavly 1000, not a
protocol, but wove o€ o\QG\3n gattevn/style. utilizes Q%\G‘\"\nﬂ HTTP
grotocol
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REST = Representational State Tvans€er

Roy Fielding

Avcchitectural Styles and the
Desian o€ Netwovk-based
So€twave Avchitectuves -
1000 Ph9. Dissevtation
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REST = Representational State Trans€er

"QEST 6 a

a\e9\3n pattevn

€ov agelication-to-agplication

grocessing o€ welb vesouvces based on the HTTP ovotocol”

-- Mavk Sevvilla, 10\7

" avchitectual 9+q\e...”

-- Roy \:'\e\d'\nﬁ, 1000
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REST - APPLICATION-T0-APPLICATION PROCESSING

Processina o€ HTTP vequest

welo veSolvces: actions (Vevosy:,
- Cveate > - PoST

- Read —» - GET
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- Qelete —>» - QBELETE



REST - APPLICATION-T0-APPLICATION PROCESSING

Processina o€ HTTP vequest

welo veSolvces: actions (Vevosy:,
- Cveate —>» - POST

- Read —» - GET

- Update —> - PUT

- Qelete —>» - QBELETE

K "CRUY APT



REST - HOW TO INTERACT WITH A REST APT?

o Web byrowser (€or GED
e Web byrowser RWUajinG (or complete enchilada. GET, POST, PUT.)
e Command line agplications like CURL

° ona‘raw“m'ma \an3U03Q9 That sugport Twntevnet connections
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PASM + — SOA

DataoNE

Audit

Povtal Gatekeeger

/ h

Vata
Pac\(aﬁe

LOAP

SOA = Sevvice Oviented Avchitectuve
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PASTA+ REST WEB SERVICES

PASTA data gackage uniave identifievs.

edi.10.2
scope:identifier:revision

I.n*\'e:gev vale that Uniquely identifies the data Qac\ﬂarﬁe w the
namespace o€ the Scoge



PASTA+ REST WEB SERVICES

PASTA data gackage uniave identifievs.

edi.10.2
scope:identifier:revision

Tnteaer valve in 'mcveas'm3 ovdevr that denti€ies the vevsion o€ the
data gackaae
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e Read ogevations - Read ogevations about a specikic dota gackage ov
other veSource (audit vecords or event subscrigtion). uses HTTP GET
or HEAD
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seeci€ic data package; uses HTTP POST, PUT, or OBLETE



PASTA+ REST WEB SERVICES

e List opevations - Read opevations about the stvuctuve o the
vegoSitory, uses HTTP GET

e Read ogevations - Read ogevations about a specikic dota gackage ov
other veSource (audit vecords or event subscrigtion). uses HTTP GET
or HEAD

o Cvreate/Ugdateselete ogevations - Modikying ogevations about a
seeci€ic data package; uses HTTP POST, PUT, or OBLETE



PASTA+ REST WEB SERVICES - LIST

Data ?OCKO%@. 5CoQes

https://pasta.lternet.edu/package/eml

Data package identifiers €or a given Scoge

https://pasta.lternet.edu/package/eml/<scope>

Data package vevisions $ov a aiven Scoge and identifier

https://pasta.lternet.edu/package/eml/<scope>/<identifier>



PASTA+ REST WEB SERVICES - LIST EXAMPLE

curl -i -X GET https://pasta.lternet.edu/package/eml/edi

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Web-Service: DataPackageManager-1.0
Content-Type: text/plain

Date: Sun, 09 Jul 2017 18:35:16 GMT
Content-Length: 39
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PASTA+ REST WEB SERVICES - READ

Data Qac\ﬁaae vesouvce wag

https://pasta.lternet.edu/package/eml/<scope>/<identifier>/<revision>

Vata gackage EML wmetadata

https://pasta.lternet.edu/package/metadata/eml/<scope>/<identifier>/<revision>

Data package data <file

https://pasta.lternet.edu/package/data/eml/<scope>/<identifier>/<revision>/<entityId>



PASTA+ REST WEB SERVICES - READ EXAMPLE

curl -i -X GET https://pasta.lternet.edu/package/metadata/eml/edi/1/1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Web-Service: DataPackageManager-1.0
Content-Type: application/xml

Date: Sun, 09 Jul 2017 18:37:56 GMT
Content-Length: 27795

<?xml version="1.0" encoding="UTF-8"?7>
<eml:eml packageld="edi.1l.1l" system="https://pasta.lternet.edu’
xmlns:eml="eml://ecoinformatics.org/eml-2.1.1"
xmlns:stmml="http://www.xml-cml.org/schema/stmml_1.1"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="eml://ecoinformatics.org/eml-2.1.1
http://nis.lternet.edu/schemas/EML/eml-2.1.1/eml.xsd">
<access authSystem="https://pasta.lternet.edu/authentication’




PASTA+ REST WEB SERVICES - DATA PACKAGE LIFE-CYCLE

Steg L User uploods only data package EML® Yo PASTA

Step 1. PASTA pavses EML and downloads data €iles €vom Souvce locations as declaved n
wetadatq

Steg %. PASTA gevforms quality cho_c\fm3 a3a‘m9+ wetdata, data, and wmetadatardata
Congruency, quality vegort 1S 3enera+ea\

Step 4. PASTA ve3\9+ev9 wetadato, dota, and vegort in local v-ea\%w-, a "create” event 6
vecovded w PASTAS audit \03-, event wnoti€ications ave sent €ov all subsevigtions

Steg 5. PASTA assignes Diajtal Object Tdentifier to data gackage; 00T veqisteved at
DataCite

Steg b PASTA Synchronizes data gackage with Dataont
eML = Eco\o3\ca\ Metadata Language



PASTA+ REST WEB SERVICES - CREATE, UPDATE, & DELETE

Create data gackage, EML in veauest mes509e body

(POST) https://pasta.lternet.edu/package/eml

Update data gackage, EML in vequest wmessage body

(PUT) https://pasta.lternet.edu/package/eml/<scope>/<identifier>

Delete data Qac\tac_»)e-, all veviSionS ave avchived

(DELETE) https://pasta.lternet.edu/package/eml/<scope>/<identifier>


http://pasta.lternet.edu/package/eml

PASTA+ REST WEB SERVICES - CREATE EXAMPLE

curl -i --user "uid=EDI,o0=LTER,dc=ecoinformatics,dc=org:<PASSWORD>" -X POST
https://pasta.lternet.edu/package/eml --header "Content-type: application/xml" --data-binary @edi.l.1l.xml

HTTP/1.1 100 Continue

HTTP/1.1 202 Accepted

Set-Cookie:
auth-token=dW1lkPUVESSxvPUxURVISZGMOZWNvaWbmb3JtYXRpY3MsZGM9b3InKmh0dHBz0i8vcGFzdGEuUZWRpemVwb3NpdG9yeS5vemev
YXV0aGVudGljYXRpb24gMTQ50TY1INDcwNjcwNCphdXRoZW50aWNhdGVk-KDfCxdYfgoXCiH11JYjhpb+iPJdjoOsl1lEpWpkwXiTzFAgHrbDo
6HorbZuLaTTXC1ldy1ljj1lNO6Q1x2M5XMGXaE4WUorPhiSpMU+no52HODyNnjUIel9TtB8vXZjW3pdk8N+REV2cdLIN1eDIxB3SusAeYsQIxe
31Jx/IRZWkWL3BtXw4DYknFTfWE2+QxYPb8WqcAOXuaQB7Ht2ujRORVTYJtiHLC+y6B+ABQQswLvAGfycJtQgZSmry+2UsKAdTbNVZ2LEALF
kGsNfPAi2TMS/szY9pZR3x5TT26CI8K1QYQxgqHl1aPuOyRH5zfPdmr2AcV++VjEAxN1RnijNUeU31oqvTDdVNoNL/MWo5vuRi5r3RWLtA3UA
X6b3HjAbB7oFmyxkBPi/b60JpxoPTFpjmPaaKmUU4H1YVgfUgFmqyBfPZ1QcJ+wzez4aAKm7cMGwGQ85bM202KPvx82j42zy19z0R/miPUjk
glyyey4X£f415k3caoXV02z28bLNrYGwVx59kr27kT4rAnyogezL8cMkmHUkI8 jJgbARWFcqhfzvPXTTPMdIRRPegF7Kowp1M9/D8xmL99u4F
QD/o/nHrxNqr8LnzlwALRcZ83vyb/amsFKLd/gN7JwXgjXGrIMPMIz4rr7LzQvGQG1lQ3if5rJ9YjiX608DhzJVv4Y3/qjYkqGY=;Expires
=Thu, 15-Jan-2065 21:30:12 GMT

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Server: Apache-Coyote/1.1

Web-Service: DataPackageManager-1.0

Content-Type: text/plain

Date: Sun, 09 Jul 2017 18:45:07 GMT

Content-Length: 25

create_149962590731841208




PASTA+ REST WEB SERVICES - USER AUTHENTICATION

Two €oewms o€ vequest authentication: %
\. \03'm cvedentials UQ\V\3 LOAP ON and o PASTA
?OQGWOV‘A \O\V\a Eauthenticate(uid:EDl...) }1:
uid=EDI,0=LTER,dc=ecoinformatics,dc=org g fesponseltoken) !
1. PASTA created authentication token —sB_/ lunltoken EOL of donel
; i
b response(token) !
Othevwice, all veaquests ave accepted as User e

Ono»n\iW\OUQ\\., “QU\D\'\C” %



PASTA+ REST WEB SERVICES - USER AUTHENTICATION

curl -i --user "uid=EDI,o=LTER,dc=ecoinformatics,dc=org:<PASSWORD>" -X POST
https://pasta.lternet.edu/package/eml --header "Content-type: application/xml" --data-binary @edi.l.1l.xml

HTTP/1.1 100 Continue

HTTP/1.1 202 Accepted

Set-Cookie:
auth-token=dW1lkPUVESSxvPUxURVISZGMOZWNvaWbmb3JtYXRpY3MsZGM9b3InKmh0dHBz0i8vcGFzdGEuUZWRpemVwb3NpdG9yeS5vemev
YXV0aGVudGljYXRpb24gMTQ50TY1INDcwNjcwNCphdXRoZW50aWNhdGVk-KDfCxdYfgoXCiH11JYjhpb+iPJdjoOsl1lEpWpkwXiTzFAgHrbDo
6HorbZuLaTTXC1ldy1ljj1lNO6Q1x2M5XMGXaE4WUorPhiSpMU+no52HODyNnjUIel9TtB8vXZjW3pdk8N+REV2cdLIN1eDIxB3SusAeYsQIxe
31Jx/IRZWkWL3BtXw4DYknFTfWE2+QxYPb8WqcAOXuaQB7Ht2ujRORVTYJtiHLC+y6B+ABQQswLvAGfycJtQgZSmry+2UsKAdTbNVZ2LEALF
kGsNfPAi2TMS/szY9pZR3x5TT26CI8K1QYQxgqHl1aPuOyRH5zfPdmr2AcV++VjEAxN1RnijNUeU31oqvTDdVNoNL/MWo5vuRi5r3RWLtA3UA
X6b3HjAbB7oFmyxkBPi/b60JpxoPTFpjmPaaKmUU4H1YVgfUgFmqyBfPZ1QcJ+wzez4aAKm7cMGwGQ85bM202KPvx82j42zy19z0R/miPUjk
glyyey4X£f415k3caoXV02z28bLNrYGwVx59kr27kT4rAnyogezL8cMkmHUkI8 jJgbARWFcqhfzvPXTTPMdIRRPegF7Kowp1M9/D8xmL99u4F
QD/o/nHrxNqr8LnzlwALRcZ83vyb/amsFKLd/gN7JwXgjXGrIMPMIz4rr7LzQvGQG1lQ3if5rJ9YjiX608DhzJVv4Y3/qjYkqGY=;Expires
=Thu, 15-Jan-2065 21:30:12 GMT

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Server: Apache-Coyote/1.1

Web-Service: DataPackageManager-1.0

Content-Type: text/plain

Date: Sun, 09 Jul 2017 18:45:07 GMT

Content-Length: 25

create_149962590731841208




PASTA+ REST WEB SERVICES - USER AUTHENTICATION

curl -i --user "uid=EDI,o0=LTER,dc=ecoinformatics,dc=org:<PASSWORD>" -X POST
https://pasta.lternet.edu/package/eml --header "Content-type: application/xml" --data-binary @edi.l.1l.xml

HTTP/1.1 100 Continue

HTTP/1.1 202 Accepted

Set-Cookie:
auth-token=dW1lkPUVESSxvPUxURVIsZGM9ZWNvaW5smb3JtYXRpY3MsZGMIb3InKmh0dHBz0i8vcGFzdGEuUZWRpcmVwb3NpdG9yeS5vemev
YXV0aGVudGljYXRpb24gMTQ50TY1NDcwNjcwNCphdXRoZW50aWNhdGVk-KDfCxdYfgoXCiH11JY jhpb+iPJdjoOsl1lEpWpkwXiTzFAgHrbDo
6HorbZuLaTTXCldyljj1lNO6Q1x2M5XMGXaE4WUorPhiSpMU+no52HODyNnjUIel9TtB8vXZjW3pdk8N+REV2cdLIN1eDIxB3SusAeYsQIxe
31Jx/IRZWkWL3BtXw4DYknFTfWE2+Q0xYPb8WqcAOXuaQB7Ht2ujRORVTYJtiHLC+y6B+ABQQswLvAGfycJtQgZSmry+2UsKAdTbNVZ2LEAIF
kGsNfPAi2TMS/szY9pZR3x5TT26CI8K1QYQxqH1aPulOyRH5zfPdmr2AcV++VIEAXxNIRnijNUeU31oqvTDdVNoNL/MWo5vuRi5r3RWLtA3UA
X6b3HjAbB7oFmyxkBPi/b60JpxoPTFp jmPaaKmUU4H1YVgfUgFmqyBfPZ1QcJ+wzez4aAKm7cMGwGQ85bM202KPvx82j42zy19z0R/miPUjk
glyyey4X£f415k3caoXV02z28bLNrYGwVx59kr27kT4rAnyogezL8cMkmHUkI8 jJgbARwWFcqhfzvPXTTPMdIRRPegF7KowplM9/D8xmL99u4F
QD/o/nHrxNqr8LnzlwALRcZ83vyb/amsFKLd/gN7JwXgjXGrIMPMIz4rr7LzQvGQG1Q3i£f5rJ9YjiX608DhzJVv4Y3/qjYkqGY=;Expires
=Thu, 15-Jan-2065 21:30:12 GMT

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Server: Apache-Coyote/1.1

Web-Service: DataPackageManager-1.0

Content-Type: text/plain

Date: Sun, 09 Jul 2017 18:45:07 GMT

Content-Length: 25

create_149962590731841208
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PASTA+ REST WEB SERVICES - AUDIT REPORTING

curl -i --user "uid=EDI,o=LTER,dc=ecoinformatics,dc=org:<PASSWORD>" -X GET
"https://pasta.lternet.edu/audit/report?limit=10&resourceld=edi/1/1"

HTTP/1.1 200 OK

Set-Cookie: auth-token=dWlkPUVESSxvPUxURVIs. ..
Expires: Thu, 01 Jan 1970 00:00:00 GMT

Server: Apache-Coyote/1.1

Cache-Control: no-cache

Web-Service: AuditManager-0.1

Content-Type: application/xml

Date: Sun, 09 Jul 2017 20:17:07 GMT
Content-Length: 5222

<auditReport>

<auditRecord>
<01d>25302843</0id>
<entryTime>2016-12-01T13:05:53</entryTime>
<category>info</category>
<service>DataPackageManager-1.0</service>
<serviceMethod>createDataPackage</serviceMethod>
<responseStatus>200</responseStatus>
<resourceld>https://pasta.lternet.edu/package/eml/edi/1/1</resourceld>
<user>uid=NTL,o0=LTER,dc=ecoinformatics,dc=org</user>
<groups>authenticated</groups>
<authSystem>https://pasta.lternet.edu/authentication</authSystem>
<entryText></entryText>

</auditRecord>
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RESOURCES

Read-the-docs - hite.//pastaglus-cove veadthedocs.io
Package APT - hitps//pastaltevnet.edu/eackaae/docs/agi
Audit APT - hitps/reasta fevnet edu/audit/docs/agi
PASTA+ on GitHUb - h‘\‘#g%://gﬁhu\o.cow\/PASTAQ\UG/PASTA
Examples - M‘#\?Qz/lﬂﬁ'hu\o.com/EOI.ova/fU‘\”or'\a\G

Tech Questions - QUQQOW\'@Qn\I'\VOv\an'\'a\da‘\‘a'\n'\‘\”\a‘\"\\le.or3
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